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Your full name
Address
Phone number
Passwords
Your plans and birthday

Avoid Posting 'YAPPY' Messages

To protect privacy and practice safety, it is important to
avoid sharing the following information online: 

Don't 
Post travel plans on social media because

this signals to others that homes or
possessions are not being guarded. 

Do 
Be sure to review online posts to

ensure personal information is not
easily accessible by zooming into

photos (ex. account numbers, license
plates, and photo IDs).

Opinions
Clubs/teams
Photos/videos
Political posts 
Information about others

Think Twice!
Think twice before posting information that is
personal, or can be taken out of context.
Common examples of posts that have
resurfaced and impacted personal and
professional interactions include: 

Don't 
Be caught in compromising positions that, if
documented, could be viewed or interpreted

negatively. 

Do 
Consider how decisions may impact long-

term interactions and aspirations. For
instance, select culturally appropriate

costumes and make-up during festivities. 

Searching for your name and information
online regularly
Change the privacy settings on online
accounts to ensure personal information is
not shared

Evaluate!
Searching for yourself online is a good strategy
to track digital footprints. Consider:

Don't 
Don't allow social media users to tag you in

photos that are inappropriate. Instead, report
photos that are inappropriate and unfriend or

report social media abusers.  

Do 
Review social media websites, career

websites, blogs, and personal portfolios that
have been self-created. Remove and delete

media that is inappropriate. 
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