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Your ugent corporation is necessary to avoid disconnection of your account. 
Act now or we deactivate your account in 5 days

From: mailspoolus@facebok.li

Subject: Suspicious account activity

Dear social media user

www.myproflie.social.vgythihihj/98.com

SPELLING MISTAKES LINK TO FAKE
WEBSITE

FAKE EMAIL ADDRESS

MISLEADING HEADER 
TO PROMPT URGENCY

GENERIC GREETINGS

THREATS TO PROMPT URGENT RESPONSE / ACTION

It is regrettible we infrom you that there is a suspicious activity on your 
account. Please reset your user account at RESET HERE

Phishing attacks often appear as fraudulent information
from seemingly reputable sources by email. The aim of

phishing is to get sensitive information or install malware.   

HOW TO RECOGNIZE PHISHING ATTACKS

CYBERSECURITY

Phishing attacks come in many forms. One
common example is through emails. These are

sent from hackers who use fake email
addresses and send viruses as

attachments or include fake websites
embedded in the body of the email.

Identifying Phishing Attacks
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Forward phishing emails to the
Anti-Phishing Working Group
reportphishing@apwg.org

Forward phishing text
messages to SPAM (7726)

Report phishing attacks to the
Federal Trade Commission
(FTC) reportfraud.ftc.gov 

REPORT PHISHING 
ATTACKS

VERIFICATION OF FAKE 
WEBSITES 

 
A simple one-letter omission of
a website can take users to a
fake website that steals your
information.

It is good practice to verify the
URL address on the address bar
of the web browser before
entering personal information. 

Clicking 
attachments

Updating 
passwords

Social Media 
Requests

Using a New  
Wi-Fi

Network

HELPFUL TIPS TO AVOID PHISHING


